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@ Dashboard

Dashboard Levels

erview
i o Thekating Davices Running Actions
When logging into your NinjaOne console, you'll be navigating b A
through workflows using dashboards. For each type of vl e R
dashboard, there are two different levels: g Kauna Burgar i st
Intemal Infrastraciure
> System Dashboard 2
This dashboard can be found by selecting the Dashboard ot °
tab on the left side of the page. This displays information Teriyaki Donut
pertaining to all Ninja organizations and devices that a user 3% naattny 3/0 devicas
has access to. "
> Organization Dashboard
This dashboard can be found by selecting a particular s
o i y i 9 p. ninja + 82 @ 2
organization from the organization list, and displays -
arshiboard fome 3 Bif) Kahuna Burger s Overview
information pertaining to the devices under that particular <2, Big Kahuna Burger 8 e
organization. Cuerviens
Auiz Tickating Devices Running Actions
L] "
| Workstation ¥ @
Device Hoalth
.l\.'.\-'orh',l‘- Device Events for the Last Day
0% healthy 0/2 devices
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Overview Dashboard

> System

The Organizations dashboard at the system level provides
a holistic view for all the devices under all customers/
organizations. This dashboard highlights five key areas:

1.

2
3
4.
5

Organization List/Status
Ticketing
Device Health

Devices Running Actions

System Events

The following are optional areas:

1.

2. Backup Dashboard (Cloudberry users only)
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Documentation (if enabled)
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Search

Administration

Ticketing

Recent
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7 Dashboard

AlLS)

Jack Rabbit Slims
| Internal Infrastructure
I Teriyaki Donut

Big Jarry Cab Co.

Big Kahuna Burger

#]

Ticketing

e

Device Health

S55% nealthy

5/9 devices

Devices Running Actions

Eystem Events for the Last Day
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Overview Dashboard

) Organization List/Status

This shows you all of your organizations, as well as the
number of devices under each organization. You will
also see which organizations have actionable items
(such as conditions triggered, patches pending, threat(s)
detected, etc).

Ninja provides the ability to navigate to organization
dashboard if you click on that organization in this list.
The color codes listed will depend on the health statuses
configured for different actionable items/events.

Additionally, an organization may have one of the
following symbols in front of it depicting different areas
that need attention:

Recent

Owervigw

% Dashboard

A (5)

JACK HabDH Slims.
| Internal Intrastracture
| Tor iyaki Dorut

Big Jerry Cab Co.

Blig Kshisna Burgor

Ticketing

Devies Healtn

55% healthy 519 devices
b

LY

Dervices Running Actions

System Events for the Last Diay

\l, Server(s) Down Pending Software Patch(es) Bitdefender Install or Upgrade

Quarantined Threat(s) E Failed Software Patch(es) Bitdefender Install Issue(s)

O Active Threat(s) Condition(s) Triggered Pending Device(s)

Pending OS Patch(es) Pending Reboot(s) ;l; Failed Cloudberry Backup Job(s)
== Failed OS Patch(es) Pending Reboot(s) Active Maintenance Window
- Bitdefender Disinfect o*
., Active Job(s)

ninjaOne
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Overview Dashboard

) Ticketing

If Ninja Ticketing is enabled, this area will display the numbers

of open, waiting, and unassigned tickets.

Y> Device Health

This shows the overall health of the system, in reference to all
types of devices (including servers, workstations, and cloud

monitors).

It shows the breakdown of issues in the following
categories:

Servers currently down

Devices with active/blocked and quarantined threats
Devices with failed and pending OS patches

Devices with failed and pending software patches

Devices with conditions triggered, categorized by agent-
based and cloud monitor-based

Devices with pending reboots and devices with
Bitdefender install issues

Pending and approved devices

VMware

Hyper-V hosts down

Devices with maintenance mode windows configured

Devices with failed Ninja Backup jobs (if enabled)

Page6 NinjaOne Dashboard Overview

T
Dashboard
Search

Administration

Ticketing

Recent

Home > Overview

7 Dashboard
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+]

Ticketing
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https://ninjarmm.zendesk.com/hc/en-us/articles/360045232051

Overview Dashboard

> Devices Running Actions

This shows all the active Jobs in the system.
T
The job can be any of the following types: Dashboard

Scheduled/on-demand action(s) in progress Search

- . Administration
Antivirus scan(s) in progress

Ticketing

Patch management scan(s) in progress
(OS or software)

TeamViewer session(s) in progress

Ninja Backup job(s) in progress

> System Events

This shows any instances of: ipzizaie
Devices registered, updated, or removed
Users logged in or out

Devices being moved between organizations

This list can be updated to show events from
the Last Day, Last Week, or Last Month.

Important Note: This is only visible to System Administrators.
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Jack Rabbit Slime
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Big Jarry Cab Ca.
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+]

Ticketing

Do

Device Health
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Devices Running Actions
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Overview Dashboard

> Documentation
If Documentation is enabled, this area will display the
number of organizations with pending documents (at
the system level), and the total number of pending

documents.

> Backup Dashboard (Cloudberry users only)

This shows the Cloudberry backup space used, servers
with Cloudberry installed, workstations with Cloudberry
installed and devices with failed backups.
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Overview Dashboard

> Organization
The Overview dashboard provides a holistic view for
all the devices under a particular customer/organization.
This dashboard highlights the same five key areas as the

system dashboard above, aside from the following differences: %, Big Jerry Cab Co. ¢ W Edt
Rather than an organization |iSt, there iS a device Overview Locations (1) ~ Devices ~ Patching ~ Backup ~ Documentation ~ Ticketing
list that includes all devices under the organization AL(Y) Healthy (D) Prablems (1 SortBy: Staws | Lo A
in question. Filter by Name b N —
1] o o No Running Actions

A Linux U@

From this device list, you can act on any health
icons, or access a quick action menu, which allows )

Davice Events for the Last Day
you to perform actions that are typically available B
from the Run menu on the Search tab or the play

Mo system events

0751
button icon on the device page.
0.5
+ There is an additional Location tab, which allows |
you to filter the dashboard by devices under a Ot
specific location for the organization in question. ol
0% healthy 0/1 devices
All data pertains specifically to the organization in
\ll Sarvess

question.

The events section only lists device events (and
therefore does not include instances of users
logging in or out).

Important Note: Cloudberry backup data can also
be deleted per device from this dashboard

o ”
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Software Dashboard

@ Dashhoard

) System
. Gatting Started Ovarview Davices « Patching | Backup w Activitles «
The Software dashboard at the system level provides
.. . . Soflwa > I Il
a holistic view of the software installed across all Search iagiely gl
. . P i
of your managed endpoints, as well as third party o & | wEwed
software patch data (if you have third party patching Publisher/Nome - Approved e e e o
enabled for any of your policies). acpk-sippork (0.142) Rejectzd Linux 07/25/2018 07/25/201A 1
- Installed
1. Inventory addusar (311Bubunut) Linue O7/25/2018 07/25/2018 1
. . . S Failed
2. Pending, Approved, Rejected, Installed, Failed adium-theme-ubuntu (0.3 4-Oubuntud) _
ARG Linux oFi2a2018 or/25fz0n8 1
) | I :dm FlashEtayar 32 NEARLI920.017) Windows 06102018 0610/2018 1
nventory s
Imm Flash Player 32 PPAPI (32.0.0171) o o e .
. . . [ . JTUY 0 i/
The Inventory section lists all software installed Ascn
. . . Adobe Shock: 2 Pl 12.30(12.3.5.205)
across all endpoints is available for all users. ibtoaioc il e Windows 0GHOZOY  06MO/2018 1

Adobe. Inc.

o ”
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Software Dashboard @ Dashboard

Getting Started Overview Devices v Patching Backup v Activities v

> Pending, Approved, Rejected, Installed, Failed
Software » Inventory
These Pending, Approved, Rejected, Installed, and i
. . . . 0s > Pending
Failed sections will list all third party software patches
. . . . - = Approved
in the respective statuses across all devices in your Ninja Py sl
environment. These sections will only be visible if you have acpi-support (0.142) Rejected e
SO SupPont
third party patching enabled for any of your Ninja policies. Installed
P yp 9 Y y Jap adduser (3.116ubuntul) LI
. SIuser ¥
The list of patches can be sorted by Vendor, Category, Falad
. . T adium-theme-ubuntu (0.3.4-0ubuntud) U
or Devices. The humber under the Devices column is link e e
which will take you to a list of the devices that cu rrently have Gerting Started  Organizations Software OS5 Patches Maintenance Alerts Threats Approvals Backup  Activities Export
that patch in the respective status. v
Filter by Patch Name, Product ¥V ct Name
You can take action on a pending, approved, rejected, or failed Category Devices
1 i Google Inc. - Drive
patch by checking off the patch (or patches) and selecting the I e e O INSTALLER 4
desired option at the top of the list. For example, you can opt I Google Inc. - Chrome P .
. Gomohe Chwome 60.0.5112.101 (Full Installl for Wirddows {Sext Notes
to approve a rejected patch.
I G Google Inc. - Earth Pro INSTALLER 2
Goohe Earth Pro 7.3.3.7786 (Full Ingtal for Windows
The options available will depend on the current status
G Google Inc. - Earth INSTALLER 4
Of the patch Google Earth 7.1.5.1557 (Full install for Windows (See Notesh
I Google Inc. - Chrome faesie -
. . Googhe Chrome 62.0.3202.94 (Full Install] for Windows (See Notes)
Finally, you can opt to export the listed data to a CSV by
C“Cking ‘Exporty in the top right Corner Of the page Getting Started  Organizations Software 05 Patches Maintenance Aberts  Threats Approvals Backup  Activities
Fllter t‘;';' Patch Name, Product Vendor, Product Name
Vendar = Category Devices
I G Google Inc. - Drive |NSTALLER 4
Googhe Drive ¥ 324066 7445 (Full Instal) for Windows [See Notes)
I G Google Inc. - Chrome: |NSTALLER "
Googhe Chrome 6003112101 (Full inatal) for Windows (See Nobes]
I G Google Inc. - Earth Pro INSTALLER 2
Googhe Easth Pro 7,3 37786 (Full install] for Windows.

o ”
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Software Dashboard

> Organization

The Software dashboard at the organization level provides

a holistic view of the software installed across the

managed endpoints under a particular organization, as

well as third party software patch data (if you have third Dashboard

party patching enabled for any of the policies associated
. . . L Getting Started Overview Devices ~ Patching ~ Backup ~ Activities ~
with a device or devices under that organization).
Software b Inventory
This dashboard highlights the same information as o
. . 0s b) Pending
the system dashboard above, but the data displayed is
specific to the devices under the organization in question. Publisher/Name - Approved Platform
acpi-support (0.142) Rejected T
. Inux
) DeVIce acpi-support
Installed
The Software dashboard is also available at the device adduser (3.116ubuntu’) Lifili
adduser H
level, which provides a way to view all of the software Rallad
. o ; adium-theme-ubuntu (0.3.4-0ubuntud) )
installed on a specific device, as well as the software Linux

adium-theme-ubuntu

patching data for that device (if you have third party
patching enabled at the policy level for the device
in question). This dashboard highlights the same
information as the organization dashboard above,
aside from the following differences:

The Devices column is not present.

The data displayed is specific to the
device in question.

o ”
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OS Patches Dashboard

> System

The OS Patches dashboard at the system level provides a

holistic view of the OS patching data from devices across your Dashboard

entire Ninja environment. This dashboard will only be visible if

you have Windows patch management enabled for any of your Getting Started ~ Overview  Devices v  Patching v Backup v Activities v

Ninja policies. Software b

i . . 0s > Pending
> Pending, Approved, Rejected, Installed, Failed

These Pending, Approved, Rejected, Installed, and Failed Publisher/Name - Approved Platform
sections will list all OS patches in the respective statuses across Rejected
all devices in your Ninja environment.

Installed
For the Pending, Approved, and Rejected lists, you can sort

the list by Patch, Patch ID, KB, Category, Status, OS, Devices, Failed
Reboot Required, Patch Age, or Download Size.

The Patch column lists the name of the patch and the
KB number. The KB number in blue is a hyperlink to the
Microsoft article outlining information about that KB.

The Patch ID column lists the patch ID value for the device,
which is a unique identifier that Microsoft assigns to a
patch. There can be multiple patches that have the same
KB but different Patch IDs.

o ”
Page13 NinjaOne Dashboard Overview Nni njCIOne



OS Patches Dashboard

The KB column list the KB value for the patch.

The Category value is pulled directly from the Microsoft

Update Catalog data for each patch. Dashboard
The OS column identifies which OS the patch is related Getting Started Overview Devices ~  Patching v Backup v Activities v
to.
Software >

The number under the Devices column is link which will

) ) 0s > Pending
take you to a list of the devices that currently have that
patch in the respective status. Publisher/Name - Approved Platform

The Reboot Required value is pulled directly from the

Rejected
Microsoft Update Catalog data for each patch.
Installed
The Patch Age column displays the MM/DD/YYYY
Failed

of the patch.

Download Size is the size of the patch.

o ”
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OS Patches Dashboard

For the Installed and Failed lists, you can sort the list by Patch,
Patch ID, KB, Category, Status, OS, Devices, Reboot Required,
Uninstall Support, Patch Age, Download Size, Recent, First,
Devices, or Installed/Attempted By.

The Patch column lists the name of the patch and the KB
number. The KB number in blue is a hyperlink to the Microsoft
article outlining information about that KB.

The KB is the assigned KB number of the patch.

The Category value is pulled directly from the Microsoft
Update Catalog data for each patch.

The Status value will be Succeeded for installed patches and
Failed for failed patches.

The OS column displays the related operating system.

The number under the Devices column is link which will take
you to a list of the devices that currently have that patch in the
respective status.

Reboot Required identifies if a reboot will be required once
the patch has been installed in order for it to take effect.

Uninstall Support identifies if there is support for
uninstallation. Clicking the checkbox next to a patch which
has uninstall support will give you the option to uninstall.

Patch Age displays the MM/DD/YYYY of the patch.
Download Size relates to the size of the patch.

Recent gives the date of the most recent successful
installation or installation attempt.

First gives the date of the first successful installation or
installation attempt.
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Dashboard
Getting Started Overview Devices v Patching
Software
0s

Publisher/Mame -

Backup v

Activities v

Pending
Approved
Rejected
Installed

Failed

Platform
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OS Patches Dashboard

The number in the Installed/Attempted By column outlines what

entity installed or attempted to install the patch.

.

If the value is listed as NinjaRMM Scheduled Update, this
indicates that the patch was installed by a scheduled
Windows patch management update cycle per the policy
settings for the device.

If the value is listed as NinjaRMM: <Technician Name>, this
indicates that the technician in question triggered an ad-hoc
Windows patch management update cycle which installed
the patch on the device.

If the value is listed as NinjaRMM Update Engine, this indicates
that the patch was installed by Ninja's legacy update engine.

Any other value indicates that the patch was not installed by
Ninja's Windows patch management tool. If the patch is not
installed by Ninja, the value listed is completely dependent on
the entity that installed the software (for example, this field
may be blank). Some examples of other values you may see
here are as follows:

- WUSA
Windows Defender

UpdateOrchestrator

MoUpdateOrchestrator

+ System (Hotfix) - engineering hotfix from Microsoft

Page16 NinjaOne Dashboard Overview
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0s
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Backup v
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Approved
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Installed

Failed

Platform
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https://support.microsoft.com/en-us/topic/description-of-the-windows-update-standalone-installer-in-windows-799ba3df-ec7e-b05e-ee13-1cdae8f23b19
https://docs.microsoft.com/en-us/windows/win32/updateorchestrator/

OS Patches Dashboard gy i

I G Google Inc. - Drive INSTALLER 4

Google Drive 1.32.4066.7445 (Full Install) for Windows (See Notes)

I G Google Inc. - Chrome INSTALLER 4

Goaghh Chrome BO.0IT 12,107 [Full IRLal) for Windows [See Notes)

You can take action on a pending, approved, rejected,
or failed patch by checking off the patch (or patches)

and selecting the desired option at the top of the list. | G Google Inc. - Earth Pro INSTALLER 2
. Google Earth Pro 7.3.3.7786 (Full Instail for Windows
For example, you can opt to approve a rejected patch.
. ) ) G Google Inc. - Earth INSTALLER 4
The options available will depend on the current status Google Earth 7.1.5.1557 (Full Install) for Windews (See Notes)
of the patCh. l G Google Inc. - Chrome INSTALLER 4
Googie Chrome B2 00 3202 94 (Full Insrall) for WInimas [See Noteg)

Finally, you can opt to export the listed data to a CSV
by clicking ‘Export’ in the top right corner of the page. (2 Dashboard

Getting Started Overview Devices + Patching » Backup Activities

Software » Inventery
Search

s > Pending
PublisherfName - Approved Platform Recent Flrst Dovices
= t (0142 Rejected
acpi-support | ) Linux 0712812018 07i28/2008 i
A 00N
Installed
adduser [3116ubuntul)
Linux 0712512018 0712512018 1
aciduser Failed

adium-theme-ubuntu (0.3.4-0ubuntud)
schum- thame-uburty

1 Adobe Flash Player 32 NPAPI {32.0.0471)

Linux oF25/2008 07/25/2018 1

o ”
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OS Patches Dashboard

> Organization

The OS Patches dashboard at the organization level provides

- onves

a holistic view of the OS patching data from devices under

a particular organization. This dashboard will only be visible I O e e A N e =
if you have Windows patch management enabled for any of I Google In¢. - Chrome R .
the policies associated with a device or devices under that i ol s ey o i B et e
organization. Google Inc. - Earth Pro INSTALLER 2
Google Earth Pro 7.3.3.7786 (Full Instail for Windows
This dashboard highlights the same information as the system I Google Inc. - Earth INSTALLER a
Google Earth 7.1.5.1557 (Full install) for Windows (See Notes!

dashboard above, but the data displayed is specific to the

. . . . . Google Inc. - Chrome INSTALLER 4
devices under the organization in question. Google Chrome 62 0 1707 94 (Full INSTal) for WINOWS (See Notes)

> Device
) . . (7) Dashboard

The OS Patches dashboard is also available at the device level,

. . o . Getting Started Overview Devices Pntcﬂll'lg hat Backup Activities «
which provides a way to view all of the OS patching data for a it — : ==

. . . . - . Softwarn
specific device. This dashboard will only be visible if you have - ot 2 it
Windows patch management enabled at the policy level for s % | e
the device in question. This dashboard highlights the same Pubishacflacny - FBIONS Plations Racent i Davicas
. . . . . acpi-support R
information as the organization dashboard above, aside from AR el Uinx oisizoe oasiaon
. . Installed
the following differences: adduser {3116ubuntut) Linux 0712512018 07/25/2018 1
ackduser Failed
The Devices column is not present. SR C i (D3 40w} Linux orzsiz08  or2si208 1
acdeam- thame - ubunty

- The First/Recent columns for Installed/Failed patches are L Adobe Flash Player 32 NPAPI (3200171}
instead replaced by Install Date.

The data displayed is specific to the device in question.

o ”
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& Dashboard

Maintenance Dashboard e e

The Maintenance dashboard lists all devices with searen °
. . . 5 Results Pending Scripts Refresh
currently configured maintenance windows. .
Organization Acts Device Role Start Date End Date
Threats 3
Internal Infrastructurne Windows Workstation 22022 £:49 PM MNever
Approvals ¥
AI ertS DaSh boa rd Jack Rabbit $ims T Windows Server 1/07/2022 10:29 AM Hever
Teriyaki Donut Mac 14 Mac NFAF2022 452 PM Hover
) System Big Katuna Burger ‘Workstation 7 Windows Workstation W02 4:52 PM HNever
. Big Jerry Cab Co. Linux U LINUX_WORKSTATION MI272022 452 PM Hever
The Alerts dashboard at the system level provides a
way to view all currently-triggered conditions across
all devices in your Ninja environment in one place. This
dashboard also allows you to quickly filter these activities
. . (@ Dashboard
by the following options:
Gatting Started Cverview Patching Backup Activities
- Date range - allows you to search for and choose a :
. . Date range: All time «  Typels): Maintenance rganization{s): All v Locationis): All~  Deviee{s): All «
date range (either all time, last day, last week, last i
. . parch ending Scripts o
month, or last three months) wherein the condition
o ‘ . X 3 Results Refresh
originally triggered to filter the list by.
Device Threats ¥ Duate Alort

+ Type(s) - allows you to search for and choose a Approvals >

. ) . . /082022 &:01 PM Disk Active time for 'C' s greater than or squal to 90% from 2022:11-0...
specific device type or types to filter the list by.
.. L Main Office /062022 10:37 AM System Nas not rebooted for mone than 30 days. Last reboot time: “202...
- Conditions - allows you to search for specific e

Cond|t|on or COhdItIOI"IS that are Cul’l’ent|y tr'ggered _.._,.m.-n.:-, . Madn Dfice /062022 10:37 AM Windows Service: Print Spooler (Spaaler)’ is Running at "2027-11-06T1

o ”
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Alerts Dashboard

> System

The Alerts dashboard at the system level provides a way to
view all currently-triggered conditions across all devices in
your Ninja environment in one place. This dashboard also

allows you to quickly filter these activities by the following

options:

Date range - allows you to search for and choose a date
range (either all time, last day, last week, last month,

or last three months) wherein the condition originally
triggered to filter the list by.

Type(s) - allows you to search for and choose a specific
device type or types to filter the list by.

Conditions - allows you to search for specific condition or
conditions that are currently triggered.

Organization(s) - allows you to search for and choose a
specified organization or organizations to filter the list by.

Location(s) - allows you to search for and choose a
specified location or locations to filter the list by (if you
have any organization filters selected, the list of available
locations will update to reflect only the locations under
the specified organization(s)).

Device(s) - allows you to search for and choose a specified
device or devices to filter the list by.

Page 20 NinjaOne Dashboard Overview

() Dashboard

Getting Started Overview Patching ~ Backup Activities

Daterange: Alltime »  Type(s): Maintenance rganization{s): Al  Location{s): All w

Pending Scripts

Device Threats 3 Date v
i ’ 1010812022 6:01 BM
Main Office T/06/2022 10:37 AM
Main Dficé 1/D6/2022 10:37 AM

Devica{s): Al «

L]
Refresh
Abort
Disk Active time for 'C* s greater than or equal to $0% from 2022-11+0..,
SystEm Nas not rebooted Tof More than 30 days. Last reboot time: “202

Windaws Sérvice: Print Spacler ISpaaler)’ B Running at '2022-11-06T1
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Alerts Dashboard

From here, the list can also be sorted by Device, Location,
Date, or Alert.

Device names, organization names, and location names are all
hyperlinks which will take you to the dashboard for the device,
organization, or location in question.

If the content of an alert is long and gets cut off in the Ul, you
can hover your cursor over the text to see the full content.

You can refresh the alert list at any time by clicking ‘Refresh’ at
the top of the list.

> Organization
The Alerts dashboard at the organization level provides a
way to view all currently-triggered conditions across the
devices under a single Ninja organization. This dashboard
highlights the same information as the system dashboard
above, aside from the following differences:

+ The organization will not be listed under the device,
as any devices listed are already specific to the
organization in question.

- The Organization(s) filter is not available.

- The data displayed is specific to the devices under
the organization in question.
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Device

Win 10 x64 AD-1
z

= DESKTOP-OM3AUDS
Ram Org

e Aanagement Agent
B DESKTOP-OM3AUDS

Ram Or

8 DESKTOP-OM3AUDE

Bam Ore

3 Results

Location

Main Office

Main Office

Main Office

Main Office

Date «

1072772020 10:36 AM

Alert Network interface traffic average
(OutOctets) 416.00 bps was at or

[ id of 1 bps for
(EVISAQLlll  PANGP Virtual Fthernet Adapter

2

10/27/2020 10235 AM

10/27/2020 10:35 AM

10/27/2020 10:35 AM

Datg =

j2022 &:01 PM

M/06/2022 10:37 AM

Metwork interface traffic average (OutOctets) 416.00 b...

Network interface status for "PANGP Virtual Ethernet ..,

Metwork interface traffic averaee (inOctets) 376,00 bo.

Algrt

Disk Active time for 'C:* is greater than or equal to 50% from 2022-11-0

Syste

n has not rebooted for more than 30 days. Last reboot time: ‘202...
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Threats Dashboard

> System

The Threats dashboard at the system level provides a quick

place to see any active/blocked or quarantined threats on any

. . «) Dashboard
of your devices. Please note that only threats from integrated ®

antivirus (Bitdefender or Webroot) will be displayed in this Mmoo ikl Utz RS
dashboard. N Maintenance 5

Pendin Tipts
0 Results wnding Scripte Refresh

When you hover your cursor over the Threats dashboard, you

Alerts
. . . . Device « Vendor Status Threat
will see two options: Active/Blocked or Quarantined. These il
. No threats at th t
options allow you to sort the dashboard by the type of threat o e At PR [ ooty
you are looking for.
The threats listed can be sorted by Device, Location, Vendor,
Status, or Threat. 1 Result
Device names, organization names, and location names are Device « Location Vendor Status Threat
all hyperlinks which will take you to the dashboard for the & ITALY2C0C ]
device, organization, or location in questionA Vitaly Group QA Main Office Bitdefender Blocked Gen:Variant.Johnnie.206057
windows Workstation
You can refresh the list of threats at any time by clicking
‘Refresh’ at the top of the list.
If you select a threat or threats, you will see other actions 1 Result All 1 Selmm
appear at the top of the list. The actions available will be the o —— Vendor — Threst
same as the actions you would be able to take on the threat s
=
from the device itself in Ninja. Vi v A Main Office Bitdefender Blocked Gen:Variant Johnnie. 206057

Important Note: If you select multiple threats, only the T
actions that those threat types have in commmon will be

available to run. Therefore, if you select multiple threats from

multiple AV vendors, no actions will be available to select.

o ”
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Threats Dashboard

> Organization
@ Dashboard

The Threats dashboard at the organization level provides -
. . ) Getting Started Overview Patching « Backup Activities w
a quick place to see any active/blocked or quarantined

. . . . R Maintenance
threats on the devices under a specific organization. S °
. . . . . 3 Pending Scripts p
This dashboard highlights the same information as Qfisslta Refresn
Alerts
the system dashboard above, aside from the following pence = _ Vendor Sans Threat
Threats t Active/Blocked
differences: No threats at the moment
’ Approvals > Quarantined
- The organization will not be listed under the device,
as any devices listed are already specific to the
organization in question.
. . . . 1 Result
- The data displayed is specific to the devices under
Device « Location Vendor Status Threat

the organization in question.

M VITALY2COC
Vialy Group QA Main Office Bitdefender Blocked Gen:Variant.Johnnie.206057

windows Workstation

1 Result All 1 Selected | Add Exclusion|

Device o Lacation Vendar Status Threat
8 VITALY2C0C
Vitaly Group QA Main Office Bitdefender Blocked Gen:Variant Johnnie.206057

incloves. Workstation

I

o ”
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Approvals Dashboard

The Approvals dashboard provides a quick place to
view all nodes that are either pending approval,
or have been rejected.

Backup Dashboard

The Backup dashboard provides a number of views
to gather data about your Ninja Backup data.
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Dashboard

Getting Started Overview Patching ~

Maintenance

Search

Backup Activities «

L]
0 Results Pending Scripts
Merts
Duvice = Location 0% Name 1P Address MAC Address
Threats ¥
No devices found
e
Rejectea
2 Dashboard
Getting Stared Overview Devices Patching Activities ~
HISTORY 9
Cate: Alltime~ Type: All~ Status: All~  Destinations: All ~ Clear
Davice Plan Ty Destination Start End Summary Status
Workstati T
& Workstation File/Folder File/Folder Cloud 11/19/2022 4:00 PM 11/18/2022 4:00 PM 0 Bytes, © file(s) Complated
Big Kahuna Burger
8 Workstation 30 Weekly Image Backu.., Image Cloud NAYZ022 K00 AM  N/IB2022 1138 AM  735GB, 2 volsme(s)  Complated
Internal Infrastructure
W 0
W Workriathon Weekly Flle/Folder PL..  File/Folder Cloud NNH2022 800 AM  11/13/2022 B:00 AM B84 Bytes, 1 fleis) Completed with Warnl.
Internal Infrastructure
W Workstation 7 4 8
ofFo iefFoldes » " ple
a’g Ealusia Bulg?l File/Folder File/Folder Cloud 1M12/2022 4:00 PM 1M12/2022 4:00 PM 0 Bytes, O file(s) Completed
I Vrorkeakion W Woakdy Imaon Racki_  imaan Cloud WA 00 AM  1INPIZ032 1136 M 41RGR 7 volumeisl  Gamointen
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Activities Dashboard

> System

The Activities dashboard at the system level provides a
holistic view of the activities from devices across your
entire Ninja environment. To view all activities, select the
All section.

Important Note: The Activities dashboard data is only
available for up to 3 months in the past. It may be
possible to gather additional data history for activities

by using our API 2.0. )
(#) Dashboard

This dashboard also allows you to quickly filter these Oitlig Sticted  Ovarview Dovicit~  Paiching v  Bickin
activities by the following options:

Organization(s): Allv Device(s): Allw  Accounts: All~  Type(s): All~  Fi Al 22022 « Fupart Refresh
Organization(s) - allows you to search for and choose Tagh P Duscription|  Deie1ed Devices o o
a specific organization or organizations to filter the End User Logged In ar Out
o Ba System Technician Logged In Techniciar 76.9.226.  Marlisa Lim 11/22/2022 8:49 AM
activities by. Policy Changes
. 2o System Technician Logged Out Techniclar - Jason K 22022 11:46 PM
Device(s) - allows you to search for and choose a S wene
ifi i i i it S0 Syster echnici ed Out chaiciar indsay W2Y2022 6:35 PM
specific device or devices to filter the activities by. - System Techniclan Loggea Qut  Techniciat  Remote Tools i o L L bk
3 e . Software Added/Remaoved i _— 1212022 4152 PW
Accounts - allows you to search for and choose a £ s s P ARATLE Rt ke

specific technician or end user account or accounts
to filter the activities by.

Type(s) - allows you to choose a certain category or
categories of activities to filter by.

Filter - allows you to choose a specific activity or
activities to filter by.

Date range - allows you to filter by one of the
following date ranges: last 3 months, last day, last
week, last month, or by a custom date range.

Please note that last 3 months is the furthest
back that the Activities dashboard can go.

o ”
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Activities Dashboard

The organization and device names listed in organization-
specific and device-specific activities serve as links to the
respective organization dashboard or device page.

If a device or organization name is listed in red, this device
or organization has since been deleted and therefore will no
longer be available to access.

If the content of an activity is long and gets cut off in the Ul,
you can hover your cursor over the text to see the full content.

There are a few actions available in the top right corner:

- CLEAR - allows you to clear any currently selected filters.
This option is only visible when you have filters elected.
- EXPORT - allows you to export a CSV file with information

about the activity list that you are currently viewing (per any
selected filters).

- REFRESH - allows you to refresh the activity list.
Ninja also offers a few activity dashboards with pre-canned
filters for the following: deleted devices, end user logged in

or out, policy changes, remote control, remote tools, software
added/removed.
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"SRC:Search for Lisar Joe -CF

Organization(s): All v Device{s): All v  Accounts: All v EPNSREERIRIREUEAETT) e Date range: Last Three Months v

Target

n & MKHTesting Services
2 QAR-VM70

Find User" with output "77

Activity CAWindows\system32>net user User

Joe PasswOrd 77The user name

could not be found.?777More
Started heip Is avallable by typing NET
HELPMSG 2221."

A i MKHTesting Services
iR QAR-VM70

a b Zipst

Search

DASHBOARD
Getting Started  Organizations

Script Condition T...  'SRC:Search for User Joe -CE Logs', eval...

Software OS5 Patches Maintenance Alerts Threats Approvals Backup  Activities

Organization(s): 1 Device(s): All Accounts: All Type(s): All Filter: All Date range: Last Three
o v v - v Months
Target Activity Description Usaer

# Internal Infrastructure
M Workstation 10

s Internal Infrastructure
= Workstation 10

& Internal Infrastructure
% Lindsays-MacBook-...

& Internal Infrastructure
@ Lindsays-MacBook-_..

o Internal Infrastructure
® Lindsays MacBook ...

s Internal Infrastructure
& Lindsays-MacBoak-

& Internal Infrastructure
& Lindsays-MacBook-...

Software Patch 5c...  Patch management scan completed

Software Patch Sc...  Patch management scan started

Network Adapter ... Metwork Adapter added: 'en’, MacAd...

Network Adapter.. MNetwork Adapter removed: 'en0’, Mac...
Network Adapter .. Network Adapter added: 'en)’, MacAd ..
Metwork Adapter... Metwork Adapter removed: 'en(’, Mac...
Software Added Software installed: 'ncstreamer’, Versi...

Dal

104

104
+ & &

Clear Export R

Date

10/26/2020 2:25 PM

10/26/2020 2:18 PM

10/26/2020 12:55 PM

10/26/2020 12:53 PM

126,200 11:25 AM

T0/26/2020 11:24 AM

10/26/2020 11:03 AM
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Activities Dashboard

> Organization

The Activities dashboard at the organization level provides

a view of the activities from devices across the specific
organization in question. This dashboard highlights the same
information as the system dashboard above, aside from the
following differences:

- The organization will not be listed under the target, as any
targets listed are already specific to the devices under one
organization.

+ The Organization(s) filter is not available.

- The data displayed is specific to the devices under the
organization in question.

Y> Device

The Activities dashboard is also available at the device level,
which provides a view of the activities from just that specific
device. This dashboard highlights the same information as
the organization dashboard above, aside from the following
differences:

- The target column will not be listed, as any activities listed
are already specific to the
device in question.

+ Less pre-canned filtering options (Remote Control,
Remote Tools, Software Added/Removed) are available
than for system or organization-level dashboards.

- The data displayed is specific to device in question.
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"SRC:Search for Lisar Joe -CF

Organization(s): All v Device{s): All v  Accounts: All v EPNSREERIRIREUEAETT) e Date range: Last Three Months v

Target

n & MKHTesting Services
2 QAR-VM70

Find User" with output "77
Activity CAWindows\system32>net user User Dal
Joe PasswOrd 77The user name

could not be found.?777More
Started heip Is avallable by typing NET : 104
HELPMSG 2221."

A i MKHTesting Services
iR QAR-VM70

a b Zipst

Search

DASHBOARD

Script Condition T...  'SRC:Search for User Joe -CE Logs', eval... - 104

+ & &

Getting Started  Organizations  Software OS Patches  Maintenance  Alerts Threats Approvals Backup  Activities

Organization(s): 1 Device(s): All Accounts: All Type(s): All Filter: All Date range: Last Three Clear Export R

L] v v v v Months ~
Target Activity Description User Date

= e Infrastfucture Software Patch 5¢...  Patch management scan completed £ 10/26/2020 2:25 PM
M Workstation 10
s Internal infrastructure 2

= & Workstation 10 Software Patch Sc...  Patch management scan started - 10/26/2020 2:18 PM

¥ th Intemal Infrastryctyre Metwork Adapter ..  Metwork Adapter added: 'end’, MacAd... - 10/26/2020 12:55 PM
% Lindsays-MacBook-...

¥ & Internal Infrastrue ure o

E % Network Adapter.. MNetwork Adapter removed: 'en0’, Mac... - 10/26/2020 12:53 PM
@ Lindsays-MacBook-_..
' <

‘ S e JtruFturc Network Adapter .. Metwork Adapter added: ‘'end’, MacAd.. - 126,200 11:25 AM
® Lindsays MacBook ...

t  Intemal Infrastructure Metwork Adapter ...  Metwork Adapter removed: 'en0’, Mac... - 10/26/2020 17:24 AM
& Lindsays-MacBoak-

Internal Infrastructure :
=] ol Software Added Software installed: 'ncstreamer’, Versi.. - 10/26/2020 11:03 AM

& Lindsays-MacBook-...
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Pending Scripts Dashboard

This tab will display any scripts that are run on devices ad hoc (not
on a schedule) while the device is unavailable.

> System

The Pending Scripts dashboard at the system level provides a
view of all pending scripts across devices. Pending Scripts are
scripts which have been triggered to run on a device when it

was offline, and are therefore waiting for that device to come

online to run.

Scripts are organized the following way:

Organization - A clickable link to the organization the script
is pending for.

Device - A clickable link to the device which the script is
pending for.

Source - Whether this is an Adhoc or scheduled script.
Type - The type of the target device.

- Script/Task - Information about the specific script or task.
Schedule - When the script was initiated.

Scripts can be cancelled out from any of the Pending Scripts

dashboards. TO do so, click on the check box next to the script(s)

you would like to cancel as shown below.

> Organization

The Pending Scripts dashboard at the organization level is the
same as the one at the system level with one difference. The
pending scripts dashboard at the organization level will only

display scripts which are pending for devices within that specific

organization. Since that is the case, The organization column
seen at the system level is removed.
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(@) Dashboard
Getting Started  Overview

1 Resull
Grganization

Rig Jerry Cab Co

% Big Jerry Cab Co.
Overview Locations (1) ~
1 Result
Device

Linux U

Daevices Patching Backup

Maintenance
Pending Scripts T,
Alerts
Adhoc
Threats »
Approvals -
v

sl i o

Maintenance

Pending Scripts

Alerts
Threats >
Approvals >
Device Source
arva Adhoc

Twpe Seript
LINUD_WORKSTATION Empty Trash
Activities ~ Documentation ~ Ticketing
Type Seript
LINUX_WORKSTATION Empty Trash
Tyme ScnptrTask

Schodule

N/D7/2022 10:30 AM

Schadule

11/07/2022 10:30 AM

Schedule

OENTF2027 334 DM
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