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Beating the Talent Shortage: 
How to Hire and Retain IT 
Employees Better Than  
Your Competition
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Unemployment within the tech industry is at historical 
lows, down to 1.7%, which means that hiring right now 
is extremely competitive. It’s a candidate’s market 
– experienced tech talent in particular is looking for 
high pay and more flexibility, making hiring an uphill 
battle for some companies. Based on a report from 
MSP staffing agency Bowman Williams, MSP Tier 3 

candidates are accepting job offers for a salary increase 
of 38% more than the average salary increase in 2020 
and 2019.

But across the board, candidates are placing less 
emphasis on this increase in salary and more of 
an emphasis on a flexible remote work policy. The 
challenge is that low cost-of-living areas are facing 
competition from employers in high cost-of-living areas 
who can afford to pay higher salaries for top talent that 
want to work remotely.

So, what can you do to stand out among the pack? In 
this guide, we’ll be taking you through some tips on 
hiring tech professionals, best practices on writing job 
descriptions, the importance of employee retention, 
and templates for you to use in your next hiring journey!

Where have all the good 
techs gone?

“The real problem we have is you don’t have enough 

talent in this industry. There’s no new talent coming 

into this industry, and if you want to attract new talent 

to this industry you need to do it in a way that they’re 

excited about. And that’s not how this industry is 

operating today.” 

Marcus Olson, founder of Pliancy

How to Hire and 
Retain Employees
Introduction

https://go.ninjaone.com/l/652283/2021-09-16/45hbps/652283/1631810385gr4bB6cl/Survey_Results_PowerPoint_with_Commentary_Finding_and_Hiring_the_Best_.pdf
https://go.ninjaone.com/l/652283/2021-09-16/45hbps/652283/1631810385gr4bB6cl/Survey_Results_PowerPoint_with_Commentary_Finding_and_Hiring_the_Best_.pdf
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What is top IT talent looking for? 
The formula for winning offers

  Competitive salary

• Research average compensation by job title and 
experience

• Location-specific salary ranges

• Use resources such as Zippia to find comparable 
salaries 

  Standard and non-standard benefits (get creative!)

• All-inclusive healthcare

• Included PTO

• Retirement benefits, such as 401(k) (with match, if 
possible)

• Parental paid leave

• Internet or phone plan stipend for remote employees

MSP Owners: There are 
additional levers you can 
pull, such as Employee Stock 
Ownership Plans. 

For more information about 
those, there’s a highly 
informative Reddit post 
that walks you through 
everything you need to 
know about ESOPs.

The first step in bringing in stellar candidates is to know what they’re looking for. We know 
that the landscape is much vaster, meaning competition is fierce. We’ve moved past the era 
of free snacks and coffee – candidates want companies to have their back. This support that 
companies can offer goes beyond physical perks. Let’s look at some of the considerations 
you should make before you post your next job:

How to Hire and 
Retain Employees
Tips for Hiring IT

https://www.zippia.com/help-desk-analyst-jobs/salary/
https://www.reddit.com/r/msp/comments/puvfob/comment/he9fax0/?utm_source=share&utm_medium=web2x&context=3
https://www.reddit.com/r/msp/comments/puvfob/comment/he9fax0/?utm_source=share&utm_medium=web2x&context=3
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What is top IT talent looking for? 
The formula for winning offers

  Remote flexibility

• 68.57% of MSPs surveyed by Bowman Williams in 
2021 planned on embracing the work from home 
model

• Candidates in Tier 1 and 2 are accepting lower salary 
increases than the increases received in 2019 or 2020 
for the ability to work remotely

  Company culture

• Will a candidate fit in with your organization’s 
culture?

• What do you look for in a candidate to support your 
culture?

  Career growth

• How will this position offer a path for growth?

• How are you supporting a candidates’ career goals?

  Organization-specific considerations for candidates

• Training programs and/or IT certifications

• Comprehensive documentation

• Efficient workflows, such as an established ticketing 
system

• Opportunities to work with new, exciting tech

  Compelling mission, vision, and values 

How to Hire and 
Retain Employees
Tips for Hiring IT

https://go.ninjaone.com/l/652283/2021-09-16/45hbps/652283/1631810385gr4bB6cl/Survey_Results_PowerPoint_with_Commentary_Finding_and_Hiring_the_Best_.pdf
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Tips for Hiring in IT

Build relationships with IT professionals through 
networking sites
Before you even consider posting an opportunity, 
start networking with your peers. There is a plethora 
of IT communities, MSP communities, user groups, 
Slack channels, and Discord servers outside of the 
standard recruiting sites. These communities are key to 
creating genuine connections and relationships. Even 
if you don’t hire someone directly from one of these 
communities, peers can give you valuable feedback and 
insight about the IT industry and build a greater sense 
of camaraderie.

Examples of IT communities: Spiceworks, WinAdmins, 
Sysadmin Subreddit

Examples of MSP communities: The Tech Tribe, 
MSPGeek, MSP Subreddit

Look into different amounts of job experience
If an organization’s needs are not complex, you 
may consider recruiting students and entry-level 
employees. These candidates are usually hard-working 
and want to get started in the IT industry. You can 
give them opportunities to grow within the company 

The hiring process can be a lengthy one, covering everything from ongoing relationship 
building to the final offer letter send. Thanks to low unemployment and a candidate’s 
market, organizations must be able to differentiate themselves from the rest of the pack.

How to Hire and 
Retain Employees
Tips for Hiring IT

https://community.spiceworks.com/
https://winadmins.io/
https://www.reddit.com/r/sysadmin/
https://thetechtribe.com/
https://mspgeek.org/
https://mspgeek.org/
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and encourage mentorship with more experienced 
teammates.

Consider expanding your location scope
As the world becomes more remote-friendly, 
organizations can more easily adapt to remote 
employees. If you don’t need a technician to work 
on-site, offering a remote position will make it easier 
for you to find qualified candidates. Candidates will 
also appreciate the flexibility, making remote work a 
differentiator for your organization. Think about your 
current IT processes and their specific responsibilities. 
If you can support a remote approach, the better your 
candidate pool.

Encourage employee referrals
Current employees are often the best source for 
new candidate recommendations. These candidates 
will most likely be a culture fit, so work with HR to 

incentivize referral submissions by employees. Referrals 
are also a great way to bolster an organization’s 
reputation through positive employee endorsements.

Tips for Hiring in IT
How to Hire and 
Retain Employees
Tips for Hiring IT
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Tips for writing stand-out 
job descriptions 

Candidates want to be as informed as possible when looking for a new role. Whether 
you’re open to entry-level candidates or need an experienced sysadmin with extensive 
Linux knowledge, it’s important that you offer full transparency to job seekers. 

“If you want to attract new talent to    
this industry you need to do it in a way 

that they’re excited about.” 

Marcus Olson, founder of Pliancy

How to Hire and 
Retain Employees
Tips for Hiring IT
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Example #1: Pliancy

 Just like your website homepage should make it clear why prospects 

should choose your company, your job description should also make 

it clear why candidates should choose you. This introduction from 

Pliancy makes strong value proposition statements and backs them 

up with their benefits.

 Providing a window into what an average day actually looks like is a 

great way to inform prospects a transparent view of what’s to come.

 Give prospects an idea of your ideal candidate, not only by 

experience, but with authentic personality characteristics that would 

be a great fit for the job.

continued 

Tips for writing stand-out 
job descriptions 

Senior IT Consultant
New York, United States

Apply Now

mailto:Sales%40Automox.com%20?subject=
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Example #1: Pliancy (cont.) 

 Share a comprehensive list of day-to-day responsibilities as well as 

brader goals.

 Share a list of all desired requirements for the job. This should not 

only include basic education and hard skills, but also any soft skills 

that may be valuable.

continued 

Tips for writing stand-out 
job descriptions 

mailto:Sales%40Automox.com%20?subject=
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Example #1: Pliancy (cont.) 

 If possible, list salary range. Candidates appreciate the transparency 

and want to make sure they’re not wasting their time. 

 Share your unique company values and incentives of the job outside 

of traditional benefits, including details about the company culture or 

flexible work schedules.

continued 

Tips for writing stand-out 
job descriptions 

mailto:Sales%40Automox.com%20?subject=
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Example #2: Accent IT

	 Accent	IT	lists	a	salary	range	and	benefits	info	right	at	the	top	of	the	job	

description,	making	it	easy	for	candidates	to	decide	if	this	role	is	a	good	

fit	for	them.

	 By	showing	a	“Who	You’ll	Work	With”	section,	you	can	approach	their	

day-to-day	responsibilities	in	a	unique	way,	while	also	demonstrating	

more	about	your	company	culture.

	 Explaining	who	is	and	isn’t	right	for	the	role	is	another	way	to	showcase	

company	values	and	resonate	with	the	right	candidates.

continued 

Tips for writing stand-out 
job descriptions 

mailto:Sales%40Automox.com%20?subject=
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Example #2: Accent IT (cont.) 

 Show that you care about career growth and promotions by integrating 

a “Where You Can Go From Here” section.

 Employee testimonials and stories are great humanizing touches and 

fantastic social proof.

Tips for writing stand-out 
job descriptions 

Where You Can Go From Here

It’s the camaraderie. It’s the accessibility. It’s looking out for each other. It’s the concern for your personal life... 
All of that makes this a business where I can thrive.
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Hiring new IT talent is important in times of immense organizational growth or when filling 
the voids left by previous employees. Unfortunately, hiring new employees can often be 
a burden on an organization, with more time, money, and energy being spent finding the 
perfect employee.

Why Employee Retention 
is Important

As important as hiring new talent is, it can be even 
more important to retain as many employees as 
possible. Here’s why:

Incurs less cost

Retaining employees will always be cheaper than 
hiring new ones. Between the hard costs (job board 
fees, background checks, etc.) and soft costs (loss 
of productivity, time spent onboarding, etc.), hiring 
a new employee can get expensive. According to 

SHRM (Society for Human Resource Management), 
organizations spend an average of $4,683 on a single 
hire. Spending money on things like training, company 
culture, and employee benefits, is better than spending 
money on hiring an endless series of new employees.

Need for less training

No matter the level of experience, new employees will 
need to be trained on internal processes and new tools. 
Every organization is different, so new hires will need 

How to Hire and 
Retain Employees
Why Employee 
Retention is Important

https://www.shrm.org/resourcesandtools/hr-topics/benefits/pages/shrm-hr-benchmarking-reports-launch-as-a-member-exclusive-benefit.aspx
https://www.shrm.org/resourcesandtools/hr-topics/benefits/pages/shrm-hr-benchmarking-reports-launch-as-a-member-exclusive-benefit.aspx
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Why Employee Retention 
is Important

Better employee experience
If an organization shows that they value their 
employees, it leads to much more engaged and 
motivated employees. By reducing burnout, valuing a 
healthy work-life balance, and offering comprehensive 
benefits, employees will be more likely to stick around. 
This leads to greater productivity and better employee 
relationships. Plus, regardless of any company benefit, 
it’s important to treat employees with respect.

More employee knowledge
Specific organization knowledge can only be learned 
while on the job, so the longer employees stay, the 
more they’ll learn about the unique nature of the 
organization. When you have a consistent flow of new 
employees, your workforce will no longer have the 
inherent knowledge of specific workflows or patterns, 
leading to more lost productivity.

“It’s about getting the best people, retaining them, nurturing a creative 
environment, and helping to find a way to innovate.”

Marissa Mayer, former CEO of Yahoo!

How to Hire and 
Retain Employees
Why Employee 
Retention is Important



Page 16

It’s easy to see why you’d want to focus on employee retention, but how exactly can you 
ensure employee satisfaction?

Tips for Retaining Employees

Provide clear career development paths and 
opportunities for meaningful raises
It’s a common viewpoint among IT employees that 
the only way for them to make a considerable raise is 
to switch employers. But according to research from 
Bowman Williams, what constitutes a “considerable 
raise” worth leaving for may be lower than what many 
employers might think. Their findings show that the 
average employee leaves for a salary increase between 
$5K - $10K. Considering the costs associated with 
finding and hiring new talent, in many cases companies 
would be better suited providing employees with 
meaningful raises and clear paths for career progression 
than letting top talent walk over $5K - $10K.   

Recruit the right people from the beginning
Every employee is a new hire at some point, which 
means that it’s important to get it right from the 
beginning. Whether you’re working with an HR team or 
not, make sure to establish a healthy hiring process and 
bring on the right people for the job.

Develop a strong onboarding program
After the offer letter is signed and a new employee has 
joined the ranks, those first few weeks are crucial. New 
employees will feel much more at ease with a good 
onboarding program and plenty of documentation.

How to Hire and 
Retain Employees
Tips for Retaining 
Employees

https://go.ninjaone.com/l/652283/2021-09-16/45hbps/652283/1631810385gr4bB6cl/Survey_Results_PowerPoint_with_Commentary_Finding_and_Hiring_the_Best_.pdf
https://go.ninjaone.com/l/652283/2021-09-16/45hbps/652283/1631810385gr4bB6cl/Survey_Results_PowerPoint_with_Commentary_Finding_and_Hiring_the_Best_.pdf
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Tips for Retaining Employees

Give employees opportunities to train and develop 
their skills
Career growth and training is essential to any employee, 
especially those within IT. Technology is always evolving, 
so employees will value any ongoing training outside 
of specific on-the-job tasks. Paying for certifications 
is a great way to show that you value your employees’ 
career development. Depending on the experience level 
of the employee, some popular certifications include:

• CompTIA A+: A great entry-level certificate for those 
getting started in IT

• Microsoft Certified Solutions Expert (MCSE): With 
a variety of specializations, this is great for the 
intermediate Windows admin

• Certified Information Security Manager (CISM): A 
great cybersecurity certification for more advanced 
cybersecurity specialists

• Cisco Certified Network Associate (CCNA): This early 
career credential covers a range of networking 
fundamentals 

• ITIL® 4 Foundation - IT Service Management 
Certification: This certificate focuses on help desk 
and IT service management workflows

Understand your employees’ management style 
preferences
Every employee will be different. Some people prefer a 
more hands-on management style, and some prefer to 
have more autonomy. By tailoring their experience to 
their preferences, they’ll feel valued and be happier.

How to Hire and 
Retain Employees
Tips for Retaining 
Employees

https://www.comptia.org/certifications/a
https://learn.microsoft.com/en-us/certifications/browse/?type=mcse
https://www.isaca.org/credentialing/cism
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/associate/ccna.html
https://www.axelos.com/certifications/itil-service-management/what-is-itil
https://www.axelos.com/certifications/itil-service-management/what-is-itil
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Tips for Retaining Employees

Check in with your employees regularly
Maintain consistent, open lines of communication with 
your employees. See how they’re feeling, ask about 
their goals and plans to achieve them, provide them 
with feedback about their performance, and give them 
opportunities to share their own feedback.

Reduce burnout by making technology work more 
efficiently
Burnout is one of the most common reasons that an 
employee will leave an organization, so any opportunity 
to reduce the burden on employees is one that you 
should take. A great way to reduce that burden is by 
implementing automation wherever possible. With 
automation, you can reduce the amount of time-
consuming, manual processes in your workflow.

Support a healthy work-life balance
Often times, work can become overwhelming, with too 
many tasks to count. But it’s important to remember 
that even with a tremendous workload, you must 
ensure that employees can maintain a healthy work-life 
balance. When employees are overworked, it leads to 
greater dissatisfaction and a higher risk of turnover.

Promote employees from within
It feels good to be recognized for all your hard work, 
so it’s no wonder that employees will stay longer at 
an organization where they feel like they can develop 
a career. As you discover that your team needs senior 
leaders and experts, try to hire from within your team 
rather than looking to an outside hire.

How to Hire and 
Retain Employees
Tips for Retaining 
Employees
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Example 
Job Descriptions

The job description to the right is an 
example of what you might build as 
you hire for your next internal IT or      
MSP employee.

Example #1

Help Desk Technician / System Administrator

What Makes Company XYZ Different

Use this section to share important information about the organization such as the founding date, what the product/company does, your company culture, and 
any accolades youÕd like to promote. Include links to your social media and website.

Skills and Experience Required

4+ years experience as a help desk technician or similar role

In-depth knowledge of a ticketing system and how to track tasks

Advanced understanding of operating systems, business applications, 
printing systems and network systems

Excellent communication skills, including virtual and written 
communication

Detail-oriented and able to multi-task

Able to diagnose and troubleshoot basic technical issues

ITIL knowledge is a bonus

Example #1: Help Desk Technician / 
System Administrator
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Example 
Job Descriptions

The job description to the right is an 
example of what you might build as 
you hire for your next internal IT or      
MSP employee.

Example #2: Senior Systems 
Administrator / Engineer / 
Solutions Architect

Example #2

Senior Systems Administrator / Engineer / Solutions Architect

The IT Operations team at Company XYZ is looking for an experienced Senior Systems Administrator with 
wide-ranging experience solving advanced IT issues. As a quickly growing startup within the IT world, weÕre 
looking to bring on more technology experts onto our IT team. 

A Day in the Life

The Senior Systems Administrator will be responsible for management of our various infrastructures, including server deployments, full network refreshes, 
on-prem and cloud migrations, and more. In addition to infrastructure management, you will also serve as an escalation point for any highly technical requests 
that cannot be supported by Tier 1 and 2 technicians. This position is fully remote.

Who Are We Looking For?

You are a problem-solver through and through. YouÕve never met a puzzle that you couldnÕt solve. You have excellent communication skills and can easily 
summarize highly technical information for non-technical audiences. With all your experience, you could set up a new infrastructure in your sleep. At the end of 
the day, you are always looking for ways to support your teammates.

What Makes Company XYZ Different

Use this section to share important information about the organization such as the founding date, what the product/company does, your company culture, and 
any accolades youÕd like to promote. Include links to your social media and website.

Responsibilities

Technical project management of any infrastructure implementation 
projects

Deploy new networking devices

Manage Windows Servers and implementation of Azure

Manage VMware virtualization stack
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Example 
Job Descriptions

The job description to the right is an 
example of what you might build as 
you hire for your next internal IT or      
MSP employee.

Example #3: Service Desk 
Manager / Coordinator

Example #3

Service Desk Manager / Coordinator 

What Makes Company XYZ Different

Use this section to share important information about the organization such as the founding date, what the product/company does, your company culture, and 
any accolades youÕd like to promote. Include links to your social media and website.

Monitor SLAs regularly

Take action on operational metrics

Collect end user / customer feedback

Monitor tickets and calls for broader trends

Management of individual contributors on the IT Operations team
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When creating your batch of interview questions, take into consideration all skills and 
experience needed to do the job, location requirements, culture fit, and potential career 
growth within this role. These questions are key to discovering important information 
that you cannot discover through a resume or cover letter. Remember that interviews are 
a two-way street, as candidates will often use these meetings to learn more about your 
organization’s culture.

Sample Interview Questions

These interview questions are broken out into a few different categories, with options for various types of levels and 
skillsets. In addition to the questions listed below, always consider pulling in real-world examples and testing them on 
their reaction to specific situations.

How to Hire and 
Retain Employees
Sample Interview
Questions
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Sample Interview Questions
General Questions

• What do you know about our products  
and company?

• What is your experience within the technical 
support field?

• Why do you want to work for us?

• What interests you about this position?

• What technical websites and/or resources do 
you follow?

• What IT certifications do you have?

• Is there a specific path in IT you want to 
pursue?

• Do you know any programming languages?  
If so, which ones?

• How do you juggle all your ongoing tasks?

• How do you make sure you’re up to date on  
all things IT?

• What have you learned from your  
experience in IT?

IT Management

• Describe your current roles and 
responsibilities.

• What are some of your favorite IT projects 
you’ve managed?

• Do you have any previous management 
experience?

• How would you describe your management 
style?

• What kind of networking experience do  
you have?

• Why are you interested in IT management?

• How do you handle mistakes in the 
workplace?

• How would you handle conflict within  
your team?

• How would you track technical performance?

• What do you believe are the most important 
skills for an IT professional to possess?

• How do you feel like you’ve improved your last 
IT department?

• How would you encourage personnel skill 
development?

Entry Level Technician

• Why are you interested in a career in IT?

• Can you explain some of your experience in 
customer support?

• How do you feel about your communication 
skills?

• Have you worked in a help desk role before?

• What’s your familiarity with technology?

• Do you feel comfortable with help desk 
fundamentals?

• Have you worked on any technical projects?

• If someone is dissatisfied with your service, 
how would you handle it?

• If a customer explains that their device is not 
booting, how would you address the problem?
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Sample Interview Questions

Cyber Security

• What is your experience within 
cybersecurity?

• What drew you to the cybersecurity career 
path?

• What skills are important for cybersecurity 
professionals?

• Name a few examples of social engineering 
attacks.

• Have you performed any security audits? If 
so, detail your process.

• What is a penetration test?

• Name two types of common cyberattacks.

• What is the difference between an IPS and 
an IDS?

• What are the advantages of a VPN?

• What is phishing? And how can you protect 
your organization from a phishing attack?

• What is a DDOS attack?

Networking

• What is your experience with networking in 
your IT career?

• How are network types classified?

• What is the importance of a VPN?

• What are the different types of network 
topology?

• What’s the difference between a hub, switch, 
and router?

• Have you implemented new network devices 
before? If so, explain your experience.

• How would you monitor network reliability?

• What are some factors that would affect the 
reliability of a network?

• How do you ensure network security?




