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Agenda

Breaches

01

Ransomware

02

Targeted 
Attacks

03

Crypto-
Currency
Miners

04

Q&A
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Breaches
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Cybersecurity Attacks & Breaches Making News

April 18, 20184
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chance of visiting a 
zero-day phishing site

92%
Risks for Users
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Attack Life Cycles are Getting Shorter
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The High Cost of User Error

April 18, 20187

90% 55% 70% 78%

of successful data 
breaches caused 

by user error

of SMBs experienced 
a cyberattack 
in past year

of MSPs are not 
confident about 

stopping ransomware

of MSPs encountered 
ransomware in 

past year
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User Error is a Big Issue

Necessary: 
People are the weakest link in 
the security chain 

01

Proven: 
Educating employees can 
reduce security risk

02

Best Practice:
Security Awareness Training is 
a best practice or requirement 
for many industries 

03

\\

of all successful cyber 
attacks is caused by 
human error

Source: IBM Cyber Security Intelligence Index

95%
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Webroot® Security Awareness Training Solution Overview

• Raise awareness
• Test and measure

end-users
• Integrated with 

training courses

Phishing Simulator

• 40 course library 
including several 
compliance courses

• Easy administration
• One click user launch

Training Courses

• Integrated reporting 
center

• Meets compliance 
requirements

Reporting/Compliance

One centralized solution for ongoing awareness training
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Lateral Ransomware
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WannaCrypt0r GUI
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Record-Breaking Infection Count

Cyberwar.liveuamap.com
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Not Petya: Encryption
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NotPetya Initial Vector – M.E. Doc Ukraine Tax Softare
Update
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Similar Damage by NotPetya – Ukraine Focused
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Many Organizations Shut Down by WannaCry & Not Petya
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Major Corporation Still in Progress To Resume Full 
Operation
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Only a Couple Exploits Used From the Dump

Just some of the many exploits stolen in August 2016

The Equation Group are a CIA-
affiliated hacking outfit

01

They owned a huge store of 
zero-day exploits

02

These exploits were stolen and 
are now being used to cause 
havoc

03
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Trends in Malware by Operating System



2020

Targeted Attacks
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User Vulnerabilities

Weak
Passwords Phishing Uneducated

Users
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RDP Prevalence

“ “
Rapic7 bi-annual National Exposure Index scans

An internet-wide scan 
carried out by security 
researchers from Rapid7 
had discovered over 11 
million devices with 
3389/TCP ports left open 
online, of which over 4.1 
million are specifically 
speaking the RDP protocol.

“ “A Webroot report from 
March 2017 pins RDP as 
the favorite method for 
delivering ransomware, 
topping spam campaigns.
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RDP

RDP used by admins 
to control servers 

remotely

Gives hackers 
admin access to your 

whole network 

The default port is 
easy to scan for by 

an attacker

Accounts can 
usually be cracked 

with brute force

https://www.webroot.com/blog/2016/11/23/remote-desktop-protocol-attacks-need-know/

https://www.webroot.com/blog/2016/11/23/remote-desktop-protocol-attacks-need-know/
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Targeted Attacks – Killing the Weakest
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Cryptocurrency & Mining
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Miner Malware
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The Emergence of CryptoJacking
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Questions?

Tyler Moffitt
tmoffitt@webroot.com


