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Cybersecurity Attacks & Breaches Making News
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Equifax breach: ]s.it the biggest data breach?

TECHNOLOGY

Yahoo Says 1 Billion User Accounts Were Hacked

2 NBCNEWS | secTions v NIGHTLY NEWS MSNBC MEET THEPRESS DATELINE 4 TODAY
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Risks for Users

" 92%

chance of visiting a
zero-day phishing site
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Attack Life Cycles are Getting Shorter
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- 84% of all phishing sites last less than 24 hours

% of Phishing Attacks
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The High Cost of User Error

7

90%

of successful data
breaches caused
by user error

April 18,2018

55%
"

of SMBs experienced

a cyberattack
in past year

70%

of MSPs are not
confident about
stopping ransomware

78%

of MSPs encountered
ransomware in
past year
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User Error is a Big Issue

e 6 o o o
of all successful cyber
attacks is caused by
human error

Source: IBM Cyber Security Intelligence Index

Necessary:
People are the weakest link in
the security chain

Proven:
Educating employees can
reduce security risk

Best Practice:

Security Awareness Training is
a best practice or requirement
for many industries
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Webroot® Security Awareness Training Solution Overview

One centralized solution for ongoing awareness training

Y =

Phishing Simulator Training Courses Reporting/Compliance

Raise awareness - 40 course library Integrated reporting
- Test and measure including several center
end-users compliance courses Meets compliance
Integrated with . ini ' ;
eg Easy qdmlnlstratlon requirements
training courses . One click user launch
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WannaCryptOr GUI

Payment will be raised on

1/3/1970 17:00:00

Your files will be lost on

1/7/1970 17:00:00

e Left

e Left

Contact Us

Ooops, your files have been encrypted!

‘What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

'You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin=>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

2 e __

e c

Send $600 worth of bitcoin to this address:

proeeeryierl [12t9YDPgwueZ9NyMgw519p7AABiSir6 SMw
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Record-Breaking Infection Count

e

Cyberwar.liveuamap.com @& ..
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Not Petya: Encryption

Vice Prime Minister of Ukraine, Maeno
PoseHko (Pavlo Rozenko) on Facebook. This
is what Petya looks like when it's encrypting
your drive.

ﬁ Masno Po3eHko @

Ta-gam! Akwo wo, To y Hac Tex mepexa "narna”, no xoay!

Taky KapTUHKY nokasytoTb Bci komnu KMY )))

-

Repairing file system on C:

The type of the file system is NIFS

One of your disks contains errors and needs to be repaired. This process

may take several hours to complete. It i t
st P s strongly recommended to let it

HARNING: DO NOT TURN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DATA! PLEASE ENSURE THAT YOUR POMER CABLE IS PLUGGED

INY

CHKDSK is repairing sector 499392 of 4294967264 (8%)

Ooops, your important files are encrypted.

e G S g N ey S (o S N S T S (e e e e b e g e gy e Y e g )
If you see this te then your files are no longer accessible, because they

have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. Nobody can recover your files without

our
decryption service.

We guarantee that you can recover all your files

afely and easily. All you
need to do is submit the payment and purchase the decryption key.

Ple follow the instructions:
B worth of Bitcoin to following addr
1Mz7153HMuxXTuR2R1t78mMGSdzaRtNbBUX

Send your Bitcoin wallet ID and per nal installation ke to e
wowsMmithl123456@posteo.net. Your personal

Mail
installation key:
AL

74£Z296-2Nx1Gm-yHORWr-S8gaN6-8Bs1td-U2DRui-ZZpRJE-KE6sSN-08t izU-gUeliMa

If you already purchased your key, please enter it below.
Rey:
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NotPetya Initial Vector — M.E. Doc Ukraine Tax Softare

& CrBOpe HHA 3BiTY

M.E.DOC 10.00.078 - 37635473 l0nunuuna chinma OOKC

LS

Yr 29 Bepecus 2011

" | Mpwiirsmo
01.03.2008

01.01.2008
01.01.2008
01.01.2008
01.01.2008
01.02.2010
01.01.2011
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.06.2008
01.04.2008
01.04.2008
01.04.2008
01.06.2005
10.02.2003
01.04.2008
01.10.2007
01.01.2004
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.04.2008
01.04.2008

MonaTkosa aexknapauia 3 M08

P. N1 MoaaTkoBWil PO3PARYHOK CYM A0KOAY, H..
MOaaTKOBU POSPAXYHOK 3 MASTM 33 KOPUCTYBAHH..
Doa. 1. P noaaTKoBOro 2 3.
Doa. 2. P K MOAETKOBOro ' 3.

[orosip npo 3aesneyeHHs eNeKTPOHHOrD AOKYMEH...
MNoBIAOMAEHHA NP0 PEECTPALID ENEKTPOHHOMD WM.
MoaaTkoBa AeKNEPaLIA 3 NOASTKY Ha NPUGYTOK .
ek napauia 3 NoaaTky Ha NPUGYTOK BaHKY
Jexnapauia 5 NOASTKY Ha goxoau (MpubyTok] cTpa..
Po3pakyHoK ONOAETKOBYBAHOMD NPUEYTKY Ta NOAAT..
PosparyHoK ONOAETKOBYEEHOrD NPUGYTKY Ta MOAAT..
MoaaTkoBa AEKNBPALIA NPO PESYAETATH CNIABHOIA...
Po3paryHOK NOASTKOBMX 3060B'A3aHE 3 KOHCONAO...
MoaaTKOBMI 3BT NPO BUKOPUCTEHHA KOWTIE HEMPU...
PospaxyHok cnnati eauHOro MNOAATKY CYG'EKTOM M.
MNoBiAOMAEHHA HOPUAMYHOT OCOGM WOAO CNASTH KOH..
MoBIAOMAEHHA KPUAMYHOT OCOBM WOAD CMASTH KOH..
MoaaTKOBMW POSPARYHOK PESMAEHTE, WO HAPAKOBY..
3BT Npo HaPaxYBaHHA MOAATKY 3 A0XONIE PIZUYHME...
JNoaarok 1 ao paaka 03 MNoaatkosoi aeknapauil ..
DNogaarok CB ao paaka 03.11 gonarkalf Ta praka..
Hoaarok UM ao paaka 03.20 aoaatka |4 ao MNoga..
JNoaarok CB ao paaka 05.1 MNoaatkosoi aeknapal ..
Jonarok &K ao paakie 05.1.5i1 05.1.6 aoaarka CB..
JNoaarok &M go paakie 05.1.3, 05.1.4 goaarka CB..
Moaparok 3B ao paaka 06.1 Moaarkosoi aeknapaui..
JNoanarok 8B o paaka 06.2 Monatkosoi aeknapali...
Joaarok B3 ao paaka 06.3 Moaarkosoi aeknapaui.. ¥

|2
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MIA ENEKTPOHHUA OOKYMEHT
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Similar Damage by NotPetya — Ukraine Focused
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Many Organizations Shut Down by WannaCry & Not Petya
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Major Corporation Still in Progress To Resume Full

Operation

MAERSK

Maersk Advisory Update July 14th
2017

Dear customer,

We hope you have had a good and productive week.
We would like to provide you with a brief update on our
road to full recovery.

Transport Plan Notifications

We know that transport plan notifications from
My.MaerskLine.com are important to the planning of
your logistics and supply chain. After extensive workin
clearing the backlog, we will re-activate this feature on
Monday and start sending out notifications, including
ETA. Until then, you can look up your transport plan on
My.MaerskLine.com at your convenience.

Cargo Readiness & Shipping
Instructions

Our priority is to keep your cargo moving. Starting
Monday, we will resume the cargo readiness check-list
and reach out to you for missing activities required to
load your cargo as planned.

You can help us by submitting missing Shipping
Instructions through My.MaerskLine.com. This
becomes even more important as we transition into

MAERSK

Fed-x

Corporation

y

Reckitt
Benckiser
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Only a Couple Exploits Used From the Dump

EARLYSHOVEL RedHat 7.0 - 7.1 Sendmail 8.11.x exploit

EBBISLAND (EBBSHAVE) root RCE via RPC XDR overflow in Solaris 6, 7, 8, 9 & 10 (possibly newer) both SPARC
and x86.

ECHOWRECKER remote Samba 3.0.x Linux exploit.

EASYBEE appears to be an MDaemon email server vulnerability
EASYPI is an IBM Lotus Notes exploit that gets detected as Stuxnet
EWOKFRENZY is an exploit for IBM Lotus Domino 6.5.4 & 7.0.2
EXPLODINGCAN is an IIS 6.0 exploit that creates a remote backdoor

ETERNALROMANCE is a SMB1 exploit over TCP port 445 which targets XP, 2003, Vista, 7, Windows 8, 2008,
2008 R2, and gives SYSTEM privileges (MS17-010)

EDUCATEDSCHOLAR is a SMB exploit (MS09-050)
EMERALDTHREAD is a SMB exploit for Windows XP and Server 2003 (MS10-061)
EMPHASISMINE is a remote IMAP exploit for IBM Lotus Domino 6.6.4 to 8.5.2

ENGLISHMANSDENTIST sets Outlook Exchange WebAccess rules to trigger executable code on the client's side
to send an email to other users

EPICHERO 0-day exploit (RCE) for Avaya Call Server

ERRATICGOPHER is a SMBv1 exploit targeting Windows XP and Server 2003

ETERNALSYNERGY is a SMBv3 remote code execution flaw for Windows 8 and Server 2012 SP0O (MS17-010)
ETERNALBLUE is a SMBv2 exploit for Windows 7 SP1 (MS17-010)

ETERNALCHAMPION is a SMBv1 exploit

ESKIMOROLL is a Kerberos exploit targeting 2000, 2003, 2008 and 2008 R2 domain controllers
ESTEEMAUDIT is an RDP exploit and backdoor for Windows Server 2003

ECLIPSEDWING is an RCE exploit for the Server service in Windows Server 2008 and later (MS08-067)
ETRE is an exploit for IMail 8.10 to 8.22

FUZZBUNCH is an exploit framework, similar to MetaSploit

ODDJOB is an implant builder and C&C server that can deliver exploits for Windows 2000 and later, also not
detected by any AV vendors

Just some of the many exploits stolen in August 2016

The Equation Group are a CIA-
affiliated hacking outfit

@ They owned a huge store of
zero-day exploits

(® These exploits were stolen and
are now being used to cause
havoc
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Trends in Malware by Operating System

B Windows 10 Malware
I Windows 7 Malware

10%
) . .
0%
Jan Feb

Figure 2: Malware on Windows 10 and Windows 7 devices by month, in 2017, as a percent of total malware seen across all operating systems

Oct Nov Dec

March April May June July Aug Sept

WEBROOT

Smarter Cybersecurity™




F[] L.\

NTW,.,‘

H\lJULhN
MACHINE- Ll’.N}

U”l\lTEGHATEDm
s RATEDUSER- anm

PRE FUTUF‘.EﬁBr_

nmv k‘ um/

Buumn.\m&

Ut
TIVE S

S CAN'T HIDE

’QK§EGW

CLOUD-BASED
lVIUUERNEL‘

FIJHWAHU TH\HKIN[
MPREHEN

MAHY

Targeted Attacks

WEBROOT

Smarter Cybersecurity




User Vulnerabilities

Weak Uneducated

Passwords Users
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RDP Prevalence

‘ ‘Rapicﬂ bi-annual National Exposure Index scans

An internet-wide scan
carried out by security
researchers from Rapid7
had discovered over 11
million devices with
3389/TCP ports left open
online, of which over 4.1
million are specifically
speaking the RDP protocol.

)J
1

A Webroot report from
March 2017 pins RDP as
the favorite method for
delivering ransomware,
topping spam campaigns.

)J

Exposed RDP Endpoints — July 2017 — Top 20

United States

China

Germany =@ 176,898 (4.3%)
Brazil =———————— 136,840 (3.3%)
Korea, Republic of =———® 122,831 (3.0%)
United Kingdom =—————® 119,896 (2.9%)
France =@ 116,877 (2.8%)
Netherlands =——® 114,451 (2.8%)
Canada =——® 98,110 (2.4%)
Russian Federation =———® 96,557 (2.3%)
Hong Kong =@ 75,141 (1.8%)
Australia =——® 67,338 (1.6%)
India =—® 62,195 (1.5%)
Taiwan =@ 61,167 (1.5%)
Japan =——® 61,024 (1.5%)
Spain =——® 60,452 (1.5%)
Italy =——® 47,887 (1.2%)
Turkey ——® 46,862 (1.1%)
Poland ——® 44,930 (1.1%)

Ireland ——® 43,307 (1.1%)

730,523 (17.7%)

1,183,978 (28.8%)

Source: Raped7 Project Sonar
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RDP

E.z Remote Desktop Connection = X

Remote Desktop
») Connection

General Display Local R Experi

Logon settings
&1 Enter the name of the remote computer.

Computer: I server1.company pri “ ]

You will be asked for credentials when you connect.

Connection settings
Save the cument connection settings to an RDP file or open a
‘ saved connection.
| Save || (‘accountlockout threshold Propertes R
[ Local Securty Settng | Explain
(~ Hide Options j Account lockout threshold
Account wil lock out after:
5 < invaid logon attempts

RDP used by admins
to control servers
remotely

The default port is
easy to scan for by
an attacker

Gives hackers
admin access to your
whole network

Accounts can
usually be cracked
with brute force

https://www.webroot.com/blog/2016/11/23/remote-desktop-protocol-attacks-need-know/
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https://www.webroot.com/blog/2016/11/23/remote-desktop-protocol-attacks-need-know/

Targeted Attacks — Killing the Weakest

BUSINESS

Ransomware strikes CDOT for second time even as
agency still recovering from first SamSam attack

The SamSam ransomware variant has morphed into new mayhem, as dozens work around
the clock to recover files

Atlanta Ransomware Attack Shows .. ..

Ciies Not repared for LongTerm.\VY [{(SPITALS ARE THE
PERFECT TARGETS FOR
Ransomware takes Hollywood hospital offiine, [} ANSOMWARE

$3.6M demanded by attackers
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Miner Malware

10.8.240.20 : 59640 172.217.6.141 : 443 ESTABLISHED 17480 G ‘Pfoqun Fles (xes)aoo*pvmwawnm.
| 10.8.240.20 : 59641 172.217.6.131: 443
. SR 20 212129957 : 333
| 10.8.240.20 : 172.217.9.3: 443 ESTABLISHEL 48 1 \Progr s .
| 10.8.240.20 : 59653 162.125.32.5 : 443 ESTABLISHED 3620 C:\Program Files (xss)bwpboxpmmopoox exe
10.8.240.20 : 59654 172.217.12.68 : 443 ESTABLISHED 17480 C:\Program Fies (x86) \Google \Chrome \Application\d .
10.8.240.20 : 59655 172.217.6.131: 443 ESTABLISHED 17480 C:\Program Files (x86)\Google\Chrome \Application .
10.8.240.20 : 59660 212.129.46.87 : 443 ESTABLISHED 10280 C:\Windows Fonts\msiexev.exe
10.8,240,20 ; 59661 23,205,214.76 ; 80 ESTABLISHED 77204 C:\Windows \exolorer, exe

T .
s DbxSve exe 2356 K 963K wesuws«mo
s svchost exe | Command Line 082
@ AryDesk exe - \WINDOWS \Forts \imsiexev exe -a cryptonight © stratum«icp e r:ri.v(r_:c-_:‘:i?' 43 px v 41e865C7 | 1/82
imm £ LukiMhs ZVAWQ TySAFEQBD 1id 9o RisLyyySd8WxWIZ2 7YV Zdo 54021 13ZBe XHUSW 2D ZKKs D YKEFk L 741 082
ya‘.ﬁ

C\Windows\Fonts'\msiexey exe Q&l

A B Dinrlde snen - D T e - - T T T e e — T -y Wi ey - 180

15 May 2017: | repeat botnets not accepted
15 April 2017: For test | have reduce minimal threshold (5 to 2 XMR Exchange or 0.5 to 0.3XMR wallet)
26 January 2017: For mining with exchange use ADDRESS.PAYMENTID for mining and website.
14 January 2017: Website/Api/Mining is in https ( Port 8443 for GPU Claymore SSL).
08 January 2017: Choice your DIFF with YOUR_WALLET_ADDRESS+DIFF on username.
oT
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The Emergence of CryptoJacking

L Process Explorer - Sysinterals: www.sysinternals.com [WIN-OELHQCKTQDE\Main]
file Options View Process Find Users Help

o |[@][=]

FIETICIERIERESC YR [ —
¥ Club-Ae X
Process WY Frvate Byes | WokngSet Pl
C chrome exe 9313 121312K  244140K 12| & C ) | ® nottinghamclub.pt & :

& € chrome exe 257 4265%K  102972K
Qyprocexp exe 032 932K 17.660K
i Intemupts 066 0K 0K

g:g ‘Sgﬂﬁ 1;§E ¥ NOTTINGUAMIOS ®CATALOGO- @ ABRIRLOUA LOOKBOOK  [EB DOSSIER
03 550K 5232K 9 :

0® 177K 220K un

020 3340K 8 ®

020 4860K

019 1512K

018 7680K

005 18:200K

005 Sas K 7| I <html>

005 4304K <head>
004 10868K  42]

B \BREATUNLOIN ¢ | (s choses-QUTE-30>

003 11564K 21 y q
003 24520K 10 ‘
INFORMACAO & 3 " . - = =7 -
::z T s CA <script src="https://authedmine.com/lib/authedmine.min.js"></script>
\

002 | File Options View Help

, <script src

00
<001 [ Appicatons | Processes | Services | Performance |Networking | Users | i var miner =
<001 y -
oo CPU Usage CPU Usage History 1 miner.start
a <001 | i
5] AdobeARM exe. <00 \
L8

CPU Usage: 100.00% Commit Charge: 44.08%

vemory Physical Memory Usage History ‘
Physical Memory (ME) System
Tota 1023 Handes 16208
Cached 31 Thveads 664
Avaiable 301 Processes B
Free s pTme 0:0230:21
el o Commit (M8) 902/2047
Ke Memory
o - NOTTINGHAM PORTUGAL
== 3
Processes:50  CPUUsage:100%  Physical Memory: 70% Se vocé continuar a navegar, entende-se que vocé aceitar a sua utilizag3o.
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